Green Button: Creating the
@’ Open Standard for Secure
mmmmm Consumer Access to Energy,
ssmmm Natural Gas, and Water Data

HEEEE
EEEEE Motivation and development
EEEEN of the Green Button

ENEEE gy mm data-sharing program

HEEEEE — ()
i :

HE ==
EEnnm 5o BN - -
NIST | Smart Grid & Dr. David Wollman, Deputy Director, Smart Grid

and Cyber-Physical Systems Program Office, NIST



National Institute of i : :
N H Standords and Techtology !\IIST M'Issmn. To pr_omote U.S. mnovgtlon and
U.S. Department of Commerce  INdustrial competitiveness by advancing

_ . measurement science, standards, and
NIST is a non-regulatory technical-focused technology in ways that enhance economic

federal agency, with many excellent security and improve our quality of life
federal employee scientists and engineers Y P 9 Y |

NIST AT A GLANCE
Industry’s National Laboratory

202 3,400+ @ 5 2 CAMPUSES
() FEDERAL " NOBEL PRIZES 9 GAITHERSBURG, MD [HQ]
EMPLOYEES BOULDER, CO

10 400+

oces 3,500+ “
[ ] COLLABORATIVE 1] BUSINESSES USING

ASSOCIATES —
INSTITUTES NIST FACILITIES

NATIONAL OFFICE 51 @ U.S. BALDRIGE
COORDINATING 14 B MANUFACTURING PERFORMANCE
MANUFACTURING EXTENSION ' ‘ EXCELLENCE PROGRAM

INSTITUTES PARTNERSHIP CENTERS

Smart Grid and CPS/IoT |



National Institute of
Standards and Technology
U.S. Department of Commerce

NIST is a non-regulatory technical-focused
federal agency, with many excellent
federal employee scientists and engineers

am

=
=

(R BRI F U RRAUIR N BY LA

Material Physical
Measurement Measurement
Laboratory l Laboratory

N\

NIST Mission: To promote U.S. innovation and
industrial competitiveness by advancing

measurement science, standards, and

Engineering Information Communication
Laboratory Technology Technology I
Laboratory Laboratory

Smart Grid &
CPS/loT

7’

!

technology in ways that enhance economic
security and improve our quality of life.

Center for NIST Center

Nanoscale for Neutron
Science and Research

Technology

Metrology Laboratories

Smart Grid and CPS/IoT |

Technology Laboratories

National User Facilities




1. Context

2. Technical Foundation for Energy Usage Information
3. Green Button Initiative
4. Building a Green Button Ecosystem

5. Passing the Baton to Industry (Green Button Alliance)




What are Frameworks?

Frameworks are documented conceptual structures that organize
and make clear collective wisdom (vision, principles, underlyin
structure, functions, requirements, ...). Frameworks are create
with technical expertise/stakeholders and consensus-based
process.

A Few NIST Framework Examples:

NIST Smart Grid Interoperability Framework
Legislation: Energy Independence and Security Act (2007) gave
NIST “primary responsibility to coordinate development of a
framework that includes ... standards ... to achieve
interoperability of smart grid devices and systems...”

NIST Cybersecurity Framework (& Privacy Framework
Executive Order 13636 (2013): NIST CSF 1.0 (2014) developed in
collaborative process; NIST role reinforced by Cybersecurity
Enhancement Act of 2014 and loT Cybersecurity Improvement Act of
2020;

CSF 1.1 (2018) Core, Tiers, Profiles; NIST Privacy Framework (2020)

NIST Cyber-Physical Systems (loT) Framework
NIST CPS Public Working Group; NIST SP
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Release 1

NIST Special Publication 1108

NIST Framework and Roadmap for
Smart Grid Interoperability
Standards,

Release 1.0

Office of the National Coordinator for Smart Grid Interoperability

Jan 2010

Release 2

NIST Special Publication 1108R2

NIST Framework and Roadmap for
Smart Grid Interoperability
Standards,

Release 2.0

Infoermasan Technology 1aboratory

Feb 2012

Release 3

NIST Special Publication 1108r3

NIST Framework and Roadmap for
Smart Grid Interoperability
Standards, Release 3.0
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Key concepts:
Identified 75
standards, 16 action
plans, cyber,
architecture
conceptual model,
energy services
interface

Key concepts:
Identified 98
standards, 19 action
plans, stakeholder
organization (SGIP)
structure & ops,
Testing & Certification
framework

Key concepts:
Stakeholder
organization
transition to
non-profit

organization,
architecture

harmonization

Priority Action
Plan #10 on
Energy Usage

Information

Release 4 nist special Publication 1108r4

Feb 2021

NIST Framework and Roadmap
for Smart Grid Interoperability
Standards, Release 4.0

Avi Gopstein, Cuong Nguyen, Cheney O’Fallon, and David Wollman
Smart Grid and Cyber-Physical Systems Program Office
[Engineering Laboratory

Nelson Hasting
Applied Security Division
Information Technology Laboratory

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.1108r4
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2.Technology Foundation

Identify the Need
Energy Usage Information is Key to Empowering Customers

Identify the Landscape

Multiple Stakeholders, Standards Developing Organizations, Competing
Interests

Identify the Goal

Energy Usage Information Model (openly available, also including gas, water,
etc.)

Identify the Issues and Path Forward

Negotiated stakeholder compromises leading to North American Energy
Standards Board (NAESB) for core Energy Usage Information Model, and
ASHRAE for complementary Facility Smart Grid Information Model
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*Measurements of power, energy, gas, water, ...
eQuality: Raw, validated, estimated, ...
eSource: Meter near real-time, utility
back end, third party
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® Readings

e |nterval data

e Summary Information
e Power Quality Metrics
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What are Frameworks?

Frameworks are documented conceptual structures that organize
and make clear collective wisdom (vision, principles, underlyin
structure, functions, requirements, ...). Frameworks are create
with technical expertise/stakeholders and consensus-based
process.

A Few NIST Framework Examples:

NIST Smart Grid Interoperability Framework
Legislation: Energy Independence and Security Act (2007) gave
NIST “primary responsibility to coordinate development of a
framework that includes ... standards ... to achieve
interoperability of smart grid devices and systems...”

NIST Cybersecurity Framework (& Privacy Framework
Executive Order 13636 (2013): NIST CSF 1.0 (2014) developed in
collaborative process; NIST role reinforced by Cybersecurity
Enhancement Act of 2014 and loT Cybersecurity Improvement Act of
2020;

CSF 1.1 (2018) Core, Tiers, Profiles; NIST Privacy Framework (2020)

NIST Cyber-Physical Systems (loT) Framework
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2.Technology Foundation

Identify the Need
Energy Usage Information is Key to Empowering Customers

Identify the Landscape

Multiple Stakeholders, Standards Developing Organizations, Competing
Interests

Identify the Goal

Energy Usage Information Model (openly available, also including gas, water,
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Identify the Issues and Path Forward

Negotiated stakeholder compromises leading to North American Energy
Standards Board (NAESB) for core Energy Usage Information Model, and
ASHRAE for complementary Facility Smart Grid Information Model
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2.Technology Foundation

NAESB
Energy
Services
Provider
Interface
(ESPI)

Composition of Energy
Usage Information

UsagePoint

ServiceCategory

MeterReading IntervalBlock

ElectricPower
Summary

ElectricPower

ReadingType

IntervalReading

Quality
Summary

Note: Information is multidimensional ReadingQuality

and modeled in UML; which is used to
generation documentation and XML Schemas. Many

different reading types, summaries, and readings
possible.
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Meter Reading Information

[Type of readings: Electricity, Hourly Energy Consumption, Re:
Service

Summary of Electric Power Usage Information*

* Note: Quality of this summary and information is "raw: data that has n{
Iprocess"

ICurrent billing period as of: 2011-10-02 23:59:59
ICurency: US Dollar

ICost of usage(US Dollar): 20.41

‘Consumption: (Real energy (Wati-hours)) 157

Last billing period: 2011-09-01 00:00:00 to 2011-10-01 00:00:00
Bill last period (US Dollar): 248.21

ICost of usage last billing period (US Dollar): 233.32

‘Cost additional last period (faxes and other fixed charges) ||

Hourly Electricity Usage

Start date: 2011-09-01 00:00:00 for 32 days

|_Dota for period starting: 2011-09-01 00:00:00 for 24 hours

Usage|

(Real energy (W

Energy consumption time period

‘201 1-09-01 00:00:00 o 2011-09-01 01:00:00
\201 1-09-01 01:00:00 fo 2011-09-01 02:00:00
[201 1-09-01 02:00:00 fo 2011-09-01 03:00:00)
‘201 1-09-01 03:00:00 to 2011-09-01 04:00:00
‘201 1-09-01 04:00:00 to 2011-09-01 05:00:00
‘201 1-09-01 05:00:00 to 2011-09-01 06:00:00)
lQOl 1-09-01 06:00:00 to 2011-09-01 07:00:00
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Physical
Infrastructure

Role of Government

Federal Government - Agencies and

Missions

Federal Government as convener, motivator, Generate

HEato Govasiieée fundigators and

Policy

Jurisdiction distribution systems,
TopdO S BottSin:up
Vision/policy .. early R&D .. foundations
(tech/standards/interoperability) ..

tech development tools .. pilot
implementations .. ecosystem development ..
testing & certification .. broader rollouts ..

consumer awareness ..
[ industry leadership is important for

Smart
Grid
Data

Data Standardization

Policy /
Custodian
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2.Technology Foundation
3. Green Button Initiative
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B U Inf NAESP Groen Button
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/Facility Services ; Alliance (GBA)

i tablish
OpenADE Provider Callfornla utilities ; //-" _ established

(California Interface |mplementat|ons
mandates) (ESPI) A
GIP PAP#20: Standards.”

\\ Green Button
|Connect
p/ My Data
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ST

-------- d Testing/Certification” -
David Wollman & Marty Burns, NIS “and Testing/Certificati wwiw.greenbuttondata.org
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3. Green Button Initiative

White House and Interagency Partners
Office of Science and Technology Policy (OSTP), NIST, Department of Energy ...

Alignment with Federal Government Priorities and Initiatives

Open Data/My Data (Green Button modeled after Blue Button health data), Smart
Grid, Privacy Blueprint, ...

A Challenge — Design a “Green Button”

A Challenge to Industry: How can we safely and securely
provide customers electronic access to their energy

information, thereby supporting the continuing

development of innovative new products and services in
the energy sector?

Aneesh Chopra - former U.S. Conference Keynote followed by
Chief Technology Officer - OSTP Blog: Modeling a Green Energy
September 2011 Challenge after a Blue Button

Smart Grid and CPS/IoT | 21



3. Green Button Initiative

White House and Interagency Partners
Office of Science and Technology Policy (OSTP), NIST, Department of Energy ...

Alignment with Federal Government Priorities and Initiatives
Open Data/My Data (Green Button modeled after Blue Button health data), Smart
Grid, Privacy Blueprint, ...

white house inspired.
industry led.

In response to the Obama Administration’s call to

action, 35 utilities and energy providers committed
to provide 36 million homes and businesses with
their own energy usage information in the consensus,
industry-standard Green Button format.

Learn more >>

Photo credit: Silver Spring Networks CustomerIQ™ Energy Portal
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3. Green Button Initiative and 4. Building an
Ecosystem

White House and Interagency Partners
Office of Science and Technology Policy (OSTP), NIST, Department of Energy ...

Alignment with Federal Government Priorities and Initiatives
Open Data/My Data (Green Button modeled after Blue Button health data), Smart
Grid, Privacy Blueprint, ...

Active Engagement with the “Coalition of the Willing” and Skeptics
Regulators; California utilities and other implementers; industry; privacy;

§ta|rt lélol\sllany Challenges (Tech and Non-Tech) and Grew Ecosystem
Websites; branding/copyright; APl sandbox; interoperability test harnesses; T&C;
standard updates based on real-life experiences; DOE Data Guard (privacy)

EE%@Q'ed'Many Different Government Mechanisms for Support
Challenges (DOE Apps for Energy), Executive Orders, Agency Programs (GSA, EPA)

*Smart Grid and CPS/loT | 23



5. Passing the Baton to Industry

Creation of Green Button Alliance
Establishment of non-profit organization, launched in 2015

Continuing Engagement

NIST has ex-officio board position; NIST-GBA cooperative agreement (small
grant)

24



EEEEE Thank you!

EENEEN
EEEEE david.wollman@nist.gov

|
EEEEE im .. @

) )
NIST | Smart Grid & Dr. David Wollman, Deputy Director, Smart Grid

and Cyber-Physical Systems Program Office, NIST





